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Cookies:

Overview Cookies are small text files placed on your hard drive that permit
web sites to store information about your visit. In most instances,
this information is used to personalize subsequent visits to the
web site or to remember any personal settings or customization
available to you on the site. Most cookies are harmless,
particularly when received from web sites such as your personal
online banking site for your financial institution. This particular
cookie is placed when going through the Multi-Factor
Authentication process and we will follow the steps to make sure
that this cookie is not deleted in the following material.

Flash Shared Objects:

A Flash Shared Object (FSO) is a collection of cookie-like data
stored as a file on a user’s machine. Unlike the browser cookie,
which is written to the web browser cache, the FSO file is written
to the Flash Shared folder on the user’s hard drive. Adobe Flash
Player is required.

FSO is useful for users that do not have control over their local
settings or have scheduled cookie sweepers. In this instance the
browser cookie is deleted frequently forces the end user to repeat
the Multi-Factor Authentication process to log in. FSO is a feature
designed to allow a browser to store another file which is used to
determine whether or not the browser was activated by the
application. This is an alternative to the cookie being placed on
the browser. We will follow the steps for FSO in the following
material.
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In order to set your browser
to make sure your cookies
are not deleted, click on
Tools once you have opened
a browser window.

Under the Tool menu,
choose Internet Options.

You will see the Internet
Options box as shown here.
Click the Delete button.

Setting Your Cookies

Tools WEE
Delete Browsing History. .. Chrl+Shift+Del
InPrivate Browsing Ckrl+Shift+P

Reopen Last Browsing Session

InPrivate Filtering Chrl+3hift+F
InPrivate Filkering Settings

Pop-up Blocker 4
SmartScreen Filker 4

Manage Add-ons

Compatibility Wiew Settings

Windows Update

Developer Tools F1z

Internet Options

General | Security | Privacy || Content | Connections | Programs | Advanced |

Home page
Q To create home page tabs, tvpe each address onits own line.
= |

1tk

[ Use current ][ Use default ” Use blank

Browsing history

: ’l_l Delete temparary Files, histary, cookies, saved passwords,
V) and weh Form information,

[[Delete browsing history on exit

[ Delete. .. l Settings ]
Search
p Change search defaults, Settings
Tabs

Change how webpages are displayed in Settings

| — tahs,

Appeatrance

[ Colors ][ Languages ][ Fonts ][ Accessibilicy ]

© 2009 Q? Ebanking, Inc.

Page 4




Do NOT click Cookies or
Preserve Favorites Website
Data and then choose Delete
as this will remove your
financial institution’s internet
banking cookie.

After returning to the
Internet Options screen, click
on the Settings button.

Click on View Files.

Setting Your Cookies

Delete Browsing History f'>__<|

[]Preserve Favorites website data

keep cookies and temporary Internet files that enable your Favorite
websites to retain preferences and display Faster.

Temporary Internet files
Copies of webpages, images, and media that are saved Far Faster
vigwing,

[Jcookies
Files stored on your computer by websites to save preferences
such as login information, &

History

List of websites vou have visited,

[]Form data
Saved information that you have typed into forms,

[Jrasswords
Saved passwords that are automatically filled in when you signin
to a website you've previoushy visited,

[JinPrivate Filtering data

Saved data used by InPrivate Filkering to detect where websites may
be autamatically sharing details about your wisit.

About deleting browsing history Delete ] I Caneel l

Internet Options

General |Security Privacy | Content | Connections | Programs || Advanced

Home page
l/? Ta create home page tabs, type each address on its own line.
= |

hktp: v vahoo, comyf?Fr=Fp-vied

[ Use current H Use default H Use blank

Browsing history

Delete temporary Files, history, cookies, saved passwards,
v ,-' and web form information.

[ Delete brawsing histary on exit

Delete... l [ SettingLs
Search
p Change search defaults. Settings

Tabs

Change how webpages are displaved in Settings

—_ tabs.

Appearance

[ Colars H Languages ][ Fonts H Accessibility ]

[ ok H Cancel ]

urrent Iocation:

Ci\Documents and Settings\jcatelLocal Settings| Temparary
Internet Files!,

[ Move Folder, .. ][ Yiew objects ][ Yiewy files ]
8]
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In Windows XP, you will see
the following, which is the
location of your financial
institution’s internet banking
cookie. Do NOT delete the
file:
Cookie:UserName@secure2.
onlineaccessl.com.

In Windows Vista, your
financial institution’s internet
banking cookie is located in a
different location than in
Windows XP.

You can navigate to
Computer — AppData —
Roaming — Microsoft —
Windows — Cookies — Low to
find the location of the
cookie. Do NOT delete the
file:
UserName@secure2.onlinea
ccessl.com

OR the index.dat files.

Setting Your Cookies-Windows XP and Vista

& Temporary Internet Files

File Edit View Favorites Tools Help

- 7 Do NOT delete this
Qe - © J /‘.jSearch (7 Folders | [E]~ / cookie.

Address 3 C:\pocuments and Settings| [l Local Settings\Temporary Internetlal(

Name ( Internet Address Type Size Expires
Folder Tasks ] Cookie: MMM @secure2.onlineaccesst.com/ Cookie: IM@secure2.onlineaccessl.com/ TextDocument 1KB 1/1/2100 1:00 AM

KJ Share ths folder

B

“ ‘ ‘ Search p ‘

’2’ v‘J « AppData » Roaming » Microsoft » Windows » Cookies » Low v

Tews () Bum

Name Date modified Type
r index.dat 2/28/2007 10:56 AM  DAT File 32KB
¥ Documents it department@secure2.onlineaccess[1txt  2/28/2007 957 AM  Text Document 1KB

§ Pictures
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For Firefox 2.0, click on Tools
and Options.

On the screen that follows,
click on the Privacy tab and
make sure the option Accept
Cookies from sites is
selected. Click on Show
Cookies....

Do NOT remove the cookie:
secure2.onlineaccessl.com

Setting Your Cookies-Firefox

W O @ B Bl & @

Main Tabs  Content Feeds

ivacy | Security Advanced

History
Remember visited pages for the last days.

Remember what I enter in forms and the search bar
Remember what I've downloaded

Cookit
ookies Click on Show

Accept cookies from sites Cookies...
cepunti: theyepie _[7]

Privage Data
Alfays clear my private data when I close Firefox

[V] Askdme before clearing private data

Make sure the option
"Accept cookies from sites"
is checked.

[ oK ] [ Cancel

I [ Help

Search:

The following cookies are stored on your computer:

Site

o B secure2.onlineaccessl.com

Cookie Name

Path: <no cookie selected> 009@.
Send For: <no cookie selected>
Expires: <no cookie selected>

Name: <no cookie selected> \
Content: <no cookie selected> 5
Host: <no cookie selected> Do NOT remove this,

Remove Cookies ] [ Remove All Cookies ]
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To ensure that your financial
institution’s internet banking
cookie is not deleted, click on
both Settings... and Clear
Now... to view the respective
options.

Setting Your Cookies-Firefox

Remember visited pages for the last | 20 days.

[] Remember what I enter in forms and the search bar
[¥] Remember what I've downloaded

Cookies

Accept cookies from sites

Keep until:

]

they expire
Private Data

[T] Always clear my private data when I close Firefox

[¥] Ask me before clearing private data

Options [me3m]
W O @ B e & &
Main Tabs Content  Feeds  Privacy Security Advanced
History

Click on both "Settings..."
and "Clear Now..." to make
sure that the "Cookies"
options are not selected.

Show Cookies... 1

[ ok

][ Cancel ][

Help l

Clear Private

When I ask Firefox to clear my private data, it should erase:

Data

e,' Clear Private Data

Clear the following items now:

o] ® &

Make sure that Cookies is| [V Browsin

g History

[¥] Browsing History

not selected.

Cache
[] Cookies

Download History
Saved Form Information

[] Saved Passwords
Authenticated Sessions

‘,_.-— Do NOT select Cookies.

Download History

Saved Form and Search History
Cache
[] Cookies
Saved

[¥] Authenticated Sessions

P

asswords

P Do NOT select Cookies.

To set up Firefox to accept
only cookies from your
financial institution, uncheck
Accept cookies from sites
and click on the Exceptions...
box under Privacy, as shown
here.

[ oK J [ Cancel ] [ Help ] [Clear Private Data Now] ] Cancel
Options ==
W O @ B & 8 @
Main Tabs Content  Feeds = Privacy Security Advanced
History

[V] Remember visited pages for the last |20 days.
[] Remember what I enter in forms and the search bar

Remember what I've downloaded

Cookies

Accept cookies from sites

eep until: [they expire
Private Data

ys clear my private data when I close Firefox

[¥] Ask e before clearing private data

1. Uncheck "Accept
cookies from site".

2. Click on the
"Exceptions" button.

[ ok

J [

Cancel ] [ Help
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You will see the screen
shown here. Type
secure2.onlineaccessl.com
under Address of web site:
and click the Allow button.

You should see the site
added the list with a Status
of Allowed.

Setting Your Cookies-Firefox

You can specify which web sites are always or never allowed to use cookies.
Type the exact address of the site you want to manage and then click Block,
Allow for Session, or Allow.

Address of web site:

secure2.onlineaccessl.com|

e‘ Exceptions - Cookies ‘

[ Block HAIIowfor§essionH Allow

Site Status

1. Enter
"securez'.lonlmeaccess 2. Click the Allow
1.com" as shown button.

above.

Remove Site | | Remove All Sites

You can specify which web sites are always or never allowed to use cookies.
Type the exact address of the site you want to manage and then click Block,
Allow for Session, or Allow.

Address of web site:

Block Allow for Session Allow
Site Status
secure2.onlineaccessl.com Allow

You should see
"secure2.onlineaccessi.com"
appear in the list with a Status

of "Allow".

Remove Site ] l Remove All Sites ]

=

e' Exceptions - Cookies BRI

(S=A )
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Click on Tools, Options.

Click on Site Controls.

You will see the box shown
here. Make sure that the
Allow cookies option is
checked.

Setting Your Cookies-Netscape

racatonLogn sepa -

Web Search  Cyiek

Deshiep Search Ovf+ShWt 4K

Qowrdcads (e 23
Lrtormoms

Themes

Jvaiarpt Coracle

DOM Iggpect  Cytefhufter

Page o

Tab Hatery
Prdo Tab Close Ol

Seanty Certer

=%

Click Tools, Options

[f Options

Security and Privacy

General

Customize

@
& Profiles
@=

Screen Name

Stay logged into Net

(L Downloads
S

7 Setup how cow

Tabbed Browsing

Tweacthe

5 Advanced
i{r):} Get under th oo

ID Theft Protection
Susi

Spyware Protection

Keeo your system frea o

AutoFill

Manage and protect you

A ® 4 5T

Click on Site
Controls.

“Options - Site Controls

@ ‘ ShnwAII

Make sure "Allow

Site List | Global Settings

cookies" is checked.

Master Settings

(¥ I Trust This Site

() I'm Not Sure

(8) 1Don't Trust This Site
Local Files

My Settings

® ©aim.com  3/5/200712:.. ~
®(Jaolcom  3/5/20071L:.. |
(Yask.com
® @gccgle.c
@ (Jhotmail,
@mailbloc...
@ microsoft...
@ mozilla.org
@ msn.com
@ (- netscape.... 3/5/2007 11:.
al

Site Domain T Last Modified B

Add Site Remove Site

- Web Featuref -

[T] Allow fnrequested pop-up windows

| Allow cookies

[ From originating site only

Enable JavaScript
Enable Java

Enable ActiveX

[T] Allow Site to Run Programs

Ask Before Running

ing Engine
If this page appears to be displayed
incorrectly, try changing the setting.

O @ Firefox  © 8 Intemnet Explorer
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Select Privacy under
Options.

Setting Your Cookies-Netscape

 Opticns

/\;‘ @ Show All

5]

Browser Options

Security and Privacy

General

Customize basic drowst

Profiles
G rs thair own controlied space

Gz

Screen Name

Stay logged into Netscape sites

Downloads

Set up how downloz:

Tabbed Browsing
Tweakthe way tads open and cloze

Site Controls

32 securty settings

ID Theft Protection

Suspicious £ite notification settings

Spyware Protection

Kzzoyoursystem frez of sopwars

Browser Update

st your software update settings

Visw and clear stored browser info

AutoFill

Manzge and protect your =

You will see the screen
shown here:

Select Cookies and make
sure you choose until they
expire.

@ Advanced /
Get under the browsar's hood /

/
Click on "Privacy".

[ OK ] [ Cancel
' Options - Privacy ==
N -
@ O [ showan
As you browse the web, information about where you have been, what you have done, etc
is kept in the following areas.
[T] Clear My Tracks orl Exit ‘ ’ B
Clears all browse information when you close the browser.
" H L1 -~
© Page History Select "Cookies &
and make sure b
Search History "until they expire" is Clear
selected. '
# Datacard Manager
# Passcard Manager
# Download Manager History | Clear [ i
= Cookies ! Clear
Cookies are pieces of inform ﬁon stored by web pages on your computer.
They are used te remember fogin information and cther data.
Keep Cockies: \' unt}i the, | L
| until they expire
#_Cache until I close Netscape Clear =
ask me every time [ oK ] [ G ]
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Do NOT click on Clear as this
will delete your financial
institution’s internet banking
cookie. Instead, click on
View Cookies.

Do NOT delete your financial
institution’s cookie.

Setting Your Cookies-Netscape

‘Options - Privacy

@ {:/\) Show All

As you browse the web, information about where you have been, what you hawv:
is kept in the following areas.

[] Clear My Tracks en Exit ’

Clears all browse information when you close the browser.

e done, etc

Clear All

Datacard Manager

# Passcard Manager Click on "View

Cookies".

# Download Manager History \ Clear

Page History Do NOT cli k Tl
o Clic

Search History "Clear". | Clear |

Clear

m

= Cookies Clear

Cookies are pieces of infermation stored by web pag®§en your compute
They are used to remember legin information and otherata

{8

View and remove cockies that are stored on your computer,

Site

‘secure2.onlineaccessl.com

Cookie Name
FYLafhF1Hqo%3d

Do NOT remove.

~ Information about the selected Cockie

Name: FYLafhF1Hqo%3d
Content: 31M06ZeREQha2jiLb7KIZRYcWWLQLnd c6hpb0hSv
Host: secure2.onlineaccessl.com
Path: /
Send For: Any type of connection
Expires: Friday, January 01, 2100 1:00:31 AM

Remove Cookie ] [ Remove All Cookies ]

[ OK ] L CancelJ

Keep Coockies: . L]
Cuntil they expire
#. Cache until I close Netscape Clear
ask me every time [ oK ] [ e ]
 Stored Cockies =l
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As discussed in the
Overview, if you do not have
the ability to adjust your
cookies’ settings, you can
take advantage of the Flash
Shared Object (FSO) feature.

The FSO is stored once you
have gone through the Multi-
Factor Authentication (MFA)
process and the normal
activation browser cookie is
written.

The site domain is a part of
the data in the FSO
(Example:
www.onlineaccessl.com).

The FSO can only be read by
the same site (URL) that
wrote the file. This means
that you must log in from
the “/login.aspx” page of
the application and not the
home page of the bank, in
the event the browser
cookie has been deleted.

FSO allows for the object to
be written in the Adobe Flash
storage area your machine.
You may remove the FSO by
going to the following site
and deleting the desired
website:
http://www.macromedia.co
m/support/documentation/e
n/flashplayer/help/settings
manager06.html

Flash Shared Object

ﬂ-ﬁ I https: fidemo. g2software . comfqZonline/ authenticationlogin, asp:x

TotalAccess | v

Ba n k Your Way ice,and Mobile

lognID: | \
Password:

O Fargot Password?

O First Time User?

Flash Player Help

Website Privacy Settings panel

TABLE OF CONTENTS Adobe Flash Player ™ Settings Manager @J
i R- @ B 2
Flash Player Help ‘% t (I- @ @ r‘
‘ Website Pri Setti
Sattings Managar ehsite Privacy Settings

For wehsites you have already visted, view or change the privacy settings

= Global Privacy Settings Panel )
for access to your camera and £ or microphone.

= Global Storage Settings Panel
= Global Security Settings Panel
= Global Motifications Settings Panel

® 3 Always ask
0@ Always allow

O Always deny Delete wehsit Delete al sit
= ‘Wehsite Privacy Settings Panel Visited Websites (aDekizietotey] (eDealot 2
= yWebsite Storaye Settings Panel Privacy tehstes Used Limit
e gaonling.com 1KB 100KE &)
Display Setings vanguard.com 1kKB 100KE
) secured onlineaccess! .com 1HB 100 KB
Lacal Storage Seftings ey } 100KE  []

Micraphone Settings

For more information, please go to:
http://www.adobe.com/support/flash/action scripts/local shared object/
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http://www.adobe.com/support/flash/action_scripts/local_shared_object/

Cookies are small text files placed on your hard drive that permit
web sites to store information about your visit. In most instances,
this information is used to personalize subsequent visits to the
web site or to remember any personal settings or customization
available to you on the site. Most cookies are harmless,
particularly when received from web sites such as your personal
Review online banking site for your financial institution. This particular
cookie is placed when going through the Multi-Factor
Authentication process and we have reviewed the steps to adjust
those settings in several different browsers in this material.

A Flash Shared Object (FSO) is a collection of cookie-like data
stored as a file on a user’s machine. Unlike the browser cookie,
which is written to the web browser cache, the FSO file is written
to the Flash Shared folder on the user’s hard drive. Adobe Flash
Player is required.

FSO is useful for users that do not have control over their local
settings or have scheduled cookie sweepers. In this instance the
browser cookie is deleted frequently forces the end user to repeat
the Multi-Factor Authentication process to log in. FSO is a feature
designed to allow a browser to store another file which is used to
determine whether or not the browser was activated by the
application. This is an alternative to the cookie being placed on
the browser which we have reviewed in this material.
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